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ObO MHE

» Panee paboran B BI.ZONE, Group-IB

« 15 net B cpepax Digital Forensics, Incident Response,
Malware Analysis, Threat Intelligence

« 3aHumancs obpaTtHon paspaboTkoin popmaTtoB NTFS,
FAT12/16/32, exFAT, peectpa Windows, TeHEBbIX KON

» Cospgato yTunuTbl n bubnmnoteku:
yarp (napcep ¢ainnoe peectpa Windows),

dfir_ntfs (napcep tomoB NTFS, FAT12/16/32
exFAT, a TakKe TeHEeBbIX KONuKn),

winmem_decompress (pacnakoBLMK CKaTbIX
CTpaHuL, U3 AaMnoB NamsaTK),

N MHOroe Apyroe. ..

* My n Haxoxy ysa3BUMOCTM B nNapcepax hannoBbIxX
CUCTEM, 3arpy3qyunkax u apyrmx mecrax
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[Mpobnema

 EcTb HaGJ'lPO,D,aeMble apTquaKTbl, crieibl, aHomMallmn. ..
o Kak, B npuHumne, oboCcHOBaTb UX MHTepnpeTauuto?
« [JlBa nogxopna:
o Cocnartbcsi Ha KOro-To: cTaTbio, KHUTY, JOKYMEHTALMIO, UHbIE
Yy>XXue pesyrnbraThbl.

o Hawntu otBeT n obocHoBaTb caMOMYy: NMPOBECTU 3KCMEPTHbLIN
SKCNEepPUMEHT U T. .
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[Mpobnema B ogHOU UUTaTE

« 5 0oeepsro OOKyMeHmauuuy
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«ObMmaH»
CO CTOPOHbI BEHAO0POB
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BpemeHHbIXx meToKk B NTFS HeT!

« OTO Ham coobulaeT opuymanbHas gokymeHTauma [1][2]:
STANDARD_INFORMATION structure

ION, *PSTANDARD_INFORMATION;
Members

Reserved

Resarved

CIODADAS®




FILE_NAME structure

HAME, “PFILE

Members

ParentDirectory
A fil
Reserved

ed

FileNameLength
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OTBet
* Buanmo, BeHaop 3awmuiaet crnyxebHble cTpykTypbl NTFS ot

«KPUBbIX PYYEK».
* [103TOMY «HEHYHbIe» NOJs «3ape3epBUPOBaHbIY.

CIOADAS®
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3abbin, YTO BCE YyXKe He
TaK
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[Mponann NnonNb30BaTeNbCKME AaHHbIE U3 TEHEBOW Konuu!

* A Takoro 6bITb He MmoxeT [3]!

Can | exclude files from a shadow copy to save space?

V55 is designed to create shadow copies of entire volumes. Temporary files, such as paging files, are automati

omitted from shadow copies to save space.

6060 1FAB: To ecific files from shadow copies, use the followinc ey. FilesNotTaoSnapsho
0808 1FBO-: 0 ecific files from shadc pie e the following y: FilesMot pshot
geee 1FCe:
poee 1FDO: .
6000 1FEG: (D Note
BOOO 1FFB:

0epn 2080 B8 08 8o L]

The FilesWotToSnapshot registry key is intended to be used only by applications. Users who attempt to use it

0060 1FBG: 00 60 0O 00 60 00 00 B0 06 00 60 60 60 06 @0 88 ........ ........ encounter limitations such as:

geee 1F9a: @e ee v

gggg {f:a’g: It can't delete files from a shadow copy that was created on a Windows Server by using the Previous Versions
BB00 1FCO: feature.

6666 1FDA: 3

066 1FED: It can't delete files from shadow copies for shared folders.

g:gg éssg g0 89 60 00 It can delete files from a shadow copy that was created by using the Diskshadow utility, but it can't delete files

from a shadow copy that was created by using the VssAdmin utility.
Files are deleted from a shadow copy on a best-effort basis. This means that they aren’t guaranteed to be
deleted.

CIQADAB For more information, see Ex




OTBeT

* HaumHaa ¢ Windows 8, no ymonyaHuio nonb3oBaTternbCckue
doannbl UCKITKOYAKTCHA N3 TEHEBOU KOMUW.
v HO B HEKOTOpPLIX Cly4Yasax BCe paBHO nonagatot!
« OTO noBegeHne ouumanbHO He DbINo 3a40KYMEHTUPOBAHO.
* M3BeCTHbI, KaKk MMHUMYM, [1Ba OTBETa BeHO0pa KIMeHTaMm, rae

9TO NoBeeHKne onucaHo...
o W3 HMX oguH criydan B KOHTEKCTe aTaku WudposanbLymkal [4]

af We have also received a response from Microsoft indicating that it is highly likely this function is the cause of the file corruption.

Although the re s for this specification change have not been made public, we speculate that it is related to performance issues from saving all data into a

snapshot, utilization efficiency issues in the snapshot area, excessive expansion of user data, and the fact that “file history” is now recommended for backing

up user data.

CIODADAS®



[NeTtanu

« CHayvana TeHeBas Konus co3aeTcCAd, 3arteM N3 Hee UCKITHHakTCH
KJ1aCTepbl C MNMoJib30BaTeJSIbCKUMW daHHbIMW.

* 3a npouecc UCKIYEHUa oTBeYaeT «SrTasks.exey.

* [lonb3oBaTenbckue annbl HaxXoAAaATCA No BCTPOEHHbIM
npaBunam (B YacTHOCTW, NO pacLUMPEHNsaM) nNyTemMm ntepaumnm no
zanucsam B SMFT.

CIODADAS®



3a00KYMEHTUPOBANU APYIYIO peanusayno Gannosou

CNCTEeMbl...

* He ot Windows NT,
a ot Windows 95 [5]!

CIODADAS®

the (in)famous fatgenl®3.pdf document, retir from Microsoft's own
site, but still available at
https b.archive.org 82187231006 http nload.micr ft

It sternly says at page 14:
"It is really quite simple how this works. The FAT type— one of FAT12,

FAT16, or FAT32-is determined by the count of clusters on th
and nothing el =

But as Alain pointed Micr ft FAT implementation (fastfat.sys) for
> FAT. detection does not use number of clusters, but rather explicit
Same behavior has Linux kernel implementation
3 sdo. o and vfat.ko) and same in dosfstools project. Hence this
> non-standard FAT32 can be still created by mkfs. fat.

Actually, what I meant in my previous mail was that *everything else*
ended boot block (root directory
) would depend on th explicit marking
en), but not the number of FAT bits themsel

However, your remark got me thinking, and so I tried it out on a Windows
18 WM.

. and lo old: t e presence of a FAT32 extended b block

(as signaled by fat_len being ©) was enough to make it use 32 fat bits,
even if the number of clusters was too low for FAT32.

Sorry for having been to easily misled by an assertive, but nonfactual,
Microsoft statement.

Given this f J shortly make a new mtools release that will
consider pr extended boot block as well for picking
appropriate number of FAT bits.

Regards,

Alain
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Keuc: Prefetch
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Y10 XpaHUTCA B 3TUX Ppannax?

Op-EXPLORER.EXE-[.. ]-[...].0f

CIOADAS®



[MnoTe3bl U BepCcuun

1. Yx He mposH nu?

2. [...] Ko20a cama npoepamma 3arnpawusaem omcnexusaHue camou cebs
3. boot prefetch

4. [...] npouecc, [...] xusywull UCKIKYUMETIbHO 8 ONepamusKe

« [lpaBunbHbI oTBET ecTb B Briore npo ASP.NET [6], HO Tam apTedakT
(chann «Op-*.pf») ynoMUHaAETCH BCKOMb3b. ..

CIOADAS®



[MpaBuAbHbIM OTBET U3 bnora

The features simple uses the operation recorder API. See OperationStart and OperationEnd APIs on msdn. This APls require an integer
used as an |d of the operation. We use a hash code of the app domain app id, which is a string.

string domainld = .AppDomainAppId;

int operationld = domainId.GetHashCode();

The OperationStart call is made the first time the app domain is created. The OperationEnd API is called at the end of the request in which
we called OperationStart. A .pf file should be created on the prefetch directory:

CIODADAS®




Nexkomnunupyem aapo: PfSnOperationProcess

CIODADAS®

while ( (u Jr ):
L S && + 2i64 * ( ned )
{
RtlStringChbPrintfW ( , 60uib4, L"Op-%
= *{_Db ") ( + 4);
1;
){al + 1) & 1) == 0;
“)( + 8);

PfSnBeginScenario ( , 0164,
}
else

PfSnEndProcessTrace (

= 0;

STATUS_INTERNAL_ERROR;

goto LABEL_17;

0i64);




Nexkomnunupyem aapo: PfSnSetPrefetcherlnformation

- b YaZ;
if ( (O )& .Version I= Ox6B75684300000001i64 )
return | )-1073741811;
i | .PrefetcherInformationClass <= 8u && ( = 0x128, _bittest (&v7, .PrefetcherInformationClass))
|| SeSinglePrivilegeCheck (SeProfileSingleProcessPrivilege, } )
{
if | .PrafetcharInformationClass I= 3 )
{
switeh | .PrefetcherInformationClass )
{
case 5:
if { .PrefetcherInformationLength I= 12 )
return ( )=1073741811;
: L ) &6 (( ) .PrefetcherInformation & 3) I= 0 )
ExRaiseDatatypeMisalignment () ;

w{ Qb ") & .Version = *{ ) .PrefetcherInformation;
.PrefetcherInformationClass = * (| b] .PrefetcherInformation + 2);
= PfSnOperaticnProcess (( 1 & )

break;

case 6:
it | .PrefetcherInformationLength == 72 )
{
if ( EE (( ) .PrefetcherInformation
ExRaiseDatatypeMisalignment () ;
[0] L ) .PrafetcherInformation;
[1] y ] .PrefetcherInformation + 1);
[2] ) .PrefetcherInformation + 2);
[3] i ) .PrefetcherInformation + 3);
= ] ) .PrefetcherInformation + 8);
if ( LODWORD ( [0]) == 2 )
{

PfSnPrefetchCacheEntryUpdate (
return 0;

}

return ( )=1073741811;

CIODADAS® )

return ( )-10T3741306;
case B8:




PrefetcherlnformationClass = 57

« EcTb 3aronoBoyHbIn hann n3 Process Hacker [7].

 [lpoucxoxgeHune Ha3BaHUN HEU3BECTHO (CKOpee Bcero, 3 cTapblX
3aronoBOYHbIX pannoB oT KomnaHun Microsoft).

* PrefetcherBootControl — HeakTyanbHOe Ha3BaHue (KOMMUT

natupoBaH 2011 rogom). ..
typedef enum _PREFETCHER_INFORMATION_CLASS

¢

“"I-—'".-"t—‘TI_:I[l— =1, /I q: CHAR[]

// q: PF_SYSTEM_PREFETCH_PARAMETERS
2 P BOOT PHASE_ID

ce, ]/ q: CHAR[]
: PF_BOOT_CONTROL

CIODADAS®



PrefetcherlnformationClass = 5

« 3anuncb Tpaccbl UHULNNPYETCA Yepes BbI30B OYHKLUMN
OperationStart() (13 advapi32.dll).
o Hukakoro oTHoWweHUsa K 3arpyske!

« 3anuncb Tpacchl 3aBepLuaeTca Yyepes BbI30B PYHKLNU
OperationEnd().

« He bonee O,D,HOﬁ TpaccChl Ha npouecc B 0O4AnH MOMEHT BPEMEHN.

* Ecnu B Tpacce noytn Het |/O, TO oHa He coxpaHseTcs!
o Bpopge 6bl: Haoo He meHee 32 3anpocos /0.

CIOADAS®



CCblIKX HA maTepuanbl

1. https://learn.microsoft.com/en-us/windows/win32/devnotes/standard-information

2. https://learn.microsoft.com/en-us/windows/win32/devnotes/file-name

3. https://learn.microsoft.com/en-us/windows-server/storage/file-server/volume-
shadow-copy-service#can-i-exclude-files-from-a-shadow-copy-to-save-space

4. https://lwww.iij.ad.ip/en/deV/iir/pdf/ir vol37 focused1 EN.pdf

5. https://lists.gnu.org/archive/html/info-mtools/2022-09/msg00003.html

6. https://devblogs.microsoft.com/dotnet/asp-net-performance-prefetch-and-multi-
core-jitting/

7. https://processhacker.sourceforge.io/doc/ntpfapi 8h source htm|#l/00061
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Cnacunbo!
Bonpocobl?

MAKCUM CYXAHOB »
PykoBoautens HanpaeneHus obHapyxeHusi kubepyrpos’

u pearupoBaHusa Ha nHumMaeHTel CICADAS s %
g M.suhanov@cicada8.ru o
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