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=  Fpe!

* JKCMEPT OTAENA KOMNbIOTEPHbIX
M pagunoTexHNYeCcKMX aKcnepTms
n uccnepgosaHuii KLU YMB/A Poccum
no fipocnaeckoii o6nacTum

 MocY MB/, Poccuun nm. B.A. Kukots, 2024 r.
10.05.05 besonacHOCTb MHPOPMALIMOHHBIX
TEeXHONOrMn B NpaBooXpaHUTesNIbHOMN chepe.
Cneumnanusayusa: KomnbloTepHas aKcnepTmMsa

* CTaXKIKCNEepPTHOM paboTbl OAVH roj,



KTo Takoii Baw SpyNote?

Trojan-Spy.AndroidOS.SpyNote.bz
Y | W ) S

Knacc Mnatdopma CemericTBO

RAT-TposiHeL, Ton 10 Since 2016

Remote Administration Tool - CornacHo oT4yeTy J/labopatopumn 2016 roa - B CETU NOABUANCH
CpeAcTBa yAaNn€HHOro Kacnepckoro 3a 2024 BepAuKT NHCTPYMEHTbI ANSA ero
aAMUHUCTPUPOBaHNA NN BXOAWT B 10-KYy NONYNAPHbIX U Co34aHus.
ynpasneHus CTabuAbHO pacTyLwmX. 2022 rog - yTeyka ncxogHoro

KoAa O4HOW U3 BepPCUiA



KTo Takou Bawu SpyNote?

OCHOBHOW BEKTOp aTakm

« 06xo4 AByxdaKTOpHON
ayTeHTUdUKaLMn NnyTemMm nepexsara
SMS-coobLueHui

MeToAabl Macku POBKM

* MNCMONb30BaHVEe UMEH U MKOHOK
NEernTUMHbBIX MPUNOXKEHUIA

* CKpbITUE NPUNOXEHWNA B CNACKe
YCTaHOBNEHHbIX l'IpMJ'IO)KE‘HMI:"!

1309

Accessibility

This &pp Reqisest Actessbiity Service:
= Clck on Enable
* Go 1o Dommiloadied Service

1844 Q

= Accessibility

Ta unlozk premesm festure, Follom theas steps | Chizk on Ensbla
Butien 2. Go to installed services / Apps 3. Enable Highlighted App

449
= Accessibility




KoHcTpykTOop apk-daitna

Appinfo DNSlInfo Properties  MergingApp  Build

Appinfo DNSInfo Properties  MergingApp  Build

s =

C:\Users\qwerty\Desktop\apple-settings.png

Victim Name
1&& / l Appinfo DNSinfo Properties  MergingApp  Build
App Name L/ =
Hactpoiiumx ‘ (P p— s
Service Name
test 1| ] Accessibility(Keylogger) .
Version Deactivate icons
1.1.1.0 l Db Adwikeat L
v
Permission Root SuperSU




[AelicTBUA Haf, 3apaXkeHHbIM YCTPOCTBOM

Tools View Help

Image Victim Name Country Flag Remote Address Model Ver & Api n/a nfa nfa SMS & Calls
. test n/a B 127.0.0.1:54359 HUAWEI ANA-NX9 10 & 29 A B E nulé&nu

Part Of Message

Pro0oECCTHDN

Location M

Account M

Camera Manager Pentis
<>  Shell Terminal +791 TSRS null null Tue May 13 15:41:07 GMT+03:00 2025
P Applications
b e s e s |
B Keyl Name Number Connected Via
§ Settings . Konrakt uentp 88007001606 com.android.huawei.phone
8 Victim ’ . Kowraxr 1 1234567890 com.android.huawei.phone
0 Phone

. Konraxr 2 12364569870 com.android.huawei.phone

B Chat
£  Fun



[AelicTBUA Haf, 3apaXkeHHbIM YCTPOCTBOM

M FileMonager o T

imm® B8
B SMS Manager '

Name Size File extension Last Modified Recently
. Calls Manager Bl Android Folder Files3)  05/09/2025 Fri
Contacts Manager

el B  Music Folder Files(0) 05/13/2025Tue  (New)
Q@ Location Manager

BY Dpownload Folder Files(1)
& Account Manager

B testt Folder Files(2)
B Camera Manager -
O e B1 Pictures Folder Files(0)
P Applications B bpom Folder Files(0)
¥ Microphone B Huawei Folder Files(2)
B Keylogger
L Settings
_D_ Victim b ®
D Phone
B Chat
£

Fun




[AelicTBUA Haf, 3apaXkeHHbIM YCTPOCTBOM

o BN Tl N |

"1 0N0S A=V

File Manager

SMS Manager

Calls Manager

Contacts Manager

Location Manager

Account Manager

Camera Manager

Shell Terminal

Applications

Microphone
Keylogger

Settings

Victim

Phone

Chat

Fun

. Ssssssssses
£

. qwertyasdff

. qwertyasdffb
. qwertyasdffb
. qwertyasdffbd
€9 averyasdtod

N

Ofline  Online

. .

. WaoBpaxenne, (P)
®-

. Vsobpawenne, (W)
®

®:-

| R

@ . vmoecry

@ o

. Vsobpaxenne, (W)
. IMEI, IMEI1:863725044876496|MEI2:8637250448885095N: VWS0220902000398, OK

Selected 1

n1



[AeAcTBMA Hag, 3apaXkeHHbIM YCTPOACTBOM

B SMS Maneger Phonelnfo  Votesandalerts  Phone bar
. Calls Manager Device Policy M
M Contacts Manager
Q@ Location Manager 8
2 | saeen oc bl ol e R
B Camera Manager o) Factory reset Phone Info  Votes and alerts Phone bar
<> Shell Terminal Device Policy Manager

-
b Applications Add a screen lock password
¥ Microphone 8

Screen Lock
B  Keylogger
Enter your new password
QX Settings D Factory reset
O Victim b
=l Add lock

[0 Phone a screen lock password
B Chat Success Password 1234

Fun



[Tpoumne PyHKUMOHA/IbHbIEe

BO3MOXXHOCTU SpyNote
5 Bo3MOXKHOCTb
TCneXxuBaHue coBepLueHuA
MecTononoXxXeHnd BbI3OBOB

° .

YaTc Shell-tepmuHan
nosib3oBaTeniemM

& L]

AocTyn K
MUKPOPOHY

s

AocTynk
cBeleHUsAM 06
aKKayHTax



TrnoBble BOMPOChI

. ImetoTcs N1 Ha npegocTaBNeHHOM Ha SKCNepTu3y
MobunbHOM TenedoHe daninbl, AeTeKTUpyemMble
aHTUBUPYCHbIM NPOrpamMMHbIM obecneyeHmnem?

. UmeroTcs nu B npelocTaBNeHHOM Ha IKCnepTur3y
MO6UNBLHOM TenepoHe cBeAeHNA 06 YCTaHOB/IEHHOM
nporpaMMHOM obecneyeHnn Ansa yaaneHHoro
Aocrtyna?

. UmeroTca nn B NnpeaocTaBNeHHOM Ha 3KCNepTU3y
MOBNILHOM TenedoHe CBeAeHNA 06 NCTOPUN BbI3OBOB
N SMS-coobLieHVAX B ABHOM U Y4aneHHOM BUAe?

. ViMeroTcs v B NpesocTaBeHHOM Ha 3KCNepTusy
MObUNIbHOM TenedoHe ceBegeHnsa 06 NCTopum obmeHa
coobLeHUsIMU NoCpeacTBOM MeCcCeHAKepoB

W COUMaNbHbIX CeTen?

. imeroTcs v B NpeocTaBNeHHOM Ha IKCNepTU3y
MOBnnbHOM TenedoHe ceegeHuns 06 nctopum
noceLeHusi Beb-cTpaHunL, NocpeacTBOM bpay3epoB?

JTanbl NccneaoBaHUA

N3BneyeHmne
nHpopmaunmn

|

CkaHupoBaHue
AHTUBUPYCHbIM MO

b

CTaTnyecKummn
ANHAMWYECcKnn
aHanuns

!

MpocmoTp
WU3BNIeYEHHON
nHpopmaLunn



3E|HEIHIJ‘I cTaTnyecKorom HHHHMMHECKOFD aHaNnN30B
CtaTunyeckuii aHanms

1. 3BneuvexHue n gekomnunauma APK

2. 3yuyeHue meTagaHHbIX (AndroidManifest.xml)
* 1UMSA naketa, sepcuns, minSdk/targetSdk.

3. AHaNU3 CTPYKTYPbI NPUNOXKEHUA
(AndroidManifest.xml)

* AKTUBUTW, CePBWChI, peCcnBepPbI
4. OnpepeneHue metopos 3awmThl (APKID)
- 06¢ycKauua, ynakoska

5. AHa/IN3 UCXOAQHOTO0 KoAa

* CNUCOK ncnonb3lyembix Android AP
* NoBeAeHYecKni aHanmns

6. AHanu3 pecypcoB M CTPOK
* nouck URL-agapecos, IP, jomeHoB, e-mall

[INHaMmn4yecknim aHanms

1. YcTaHOBKa U 3anycK B U30/IMPOBaHHOWM cpeae

2. MOHMUTOPUHI NOBeAEHWUSA NPUNOXKEHUSA

* 3anpawvBaeMble paspelieHns
. B3aI/1M0,ELEI71CTBME C nonb3oBartenem
* noeegeHWeE Nnpun pasHblX yCaoBUAX

3. AHanu3 ceTeBO aKTUBHOCTU

« ceTeBble coeagnHeHusa (TCP/UDP, HTTP/HTTPS)

* aHann3 NoNe3HO HarpysKn CeTeBbIX NAKeTOB
4. AHanu3 ¢paiinoBo akTUBHOCTU

* CO34aBaemMble N U3SMEeHAEMbIE d)aﬁ}'lbl
« [AHHbIE NMPUNOXKEHUS



MHcTpymeHTapui

CTaTnyeckn aHanms AnHamMmmyeckmnm aHanms
Aekomnunaumsa Monck n aHanus IMYNATOPbI AHanus
- apktool - strings . AndroidStudio (AvD)  TPAPUIKa
- JADX / JADX-GUI - grep « Genymotion * Burp Suite
* dex2jar - APKID * Nox, LD player « ZAP

» Androguard

+ Wireshark

CTatnyeckn + AMHaMnYyecKnin aHanm3

Mobile Security Framework (MobSF)

Repo: https://github.com/MobSF/Mobile-Security -
Framework-MobSF

Doc: https://mobsf.github.io/docs/#/

https://mobsf live

. aBTOMaTMBHPOBaHHbIIﬁ

cTaTuyeckni aHanms

* AMHAMUYECKU aHanums3 c

BO3MOXHOCTb OTCNEXNBAHNA
dKTUBHOCTWM NPUTOXEHUA

* CO3J4aHNe OTHETOB



AndroidManifestxmi
«manifest package=1nmsa nakeTa versionName= Bepcus>

cuses-permission>

paspelueHVa (Npasa) NpUAOXEHNSA Ha AOCTYN K
PasnnYHbIM GYHKLMSAM U JaHHbIM Ha YyCTPOCTBE

<[/uses-permission> !

<application>
<activity>
rpaduueckme Gpopmbl (3KkpaHbl) NPUAOKEHWS
<intent-filter> TunHamepenuns </intent-filter>
</activity> .
<service> !
onpegensieT GOHOBbIE CNYKObI MPUAOKEHWUS
<[service>
<receiver>
onpeaensieT NPUEMHUKN LLNPOKOBeUl-x broadcast'os
__ <Ireceiver>
. <[application>
</manifest>

https://developer.android.com/guide/topics/manifest/manifest-intro

uses-permission

uses-permission

<uses-permission

uses-permission
uses-permission
uses-permission

uses-permission

<uses-permission

uses-permission
uses-permission
uses-permission
uses-permission

uses-permission

uses-permission

activity

receiver .
intent-filter
action
intent-filter

receiver

<receiver

<intent-filter:>
~action

</intent-filter>

- /receiver>

CTaTnyeckuii aHanums

.WRITE

KOHTPO/Ib 3aMycka YCTPOCTBa




Mobile Security Framework - ctTaTuuyeckuii aHanums

B DECOMPILED CODE

@ View AndroidManifest.xml

P
& | MobSF

o
& APP SCORES %= FILE INFORMATION & Download Java Code & Download SmaliCode & Download APK

Static Analyzer  File Hame JETs I HacTpoiiwmk
ED1167MB TN cmfo.c3bSbmY0zq.patch

(I3 ac0efc20dcEbedba3b26ad758140dbad cmf0.c3b5bm90zq.patch.C7

@ iirmaion BRSNS 44/100 c1e65053dacaeas9589e9a6as] ffa67asdbs157a Yorget SOK B2] Min S0K BUJ Max SOK)
T 0/432 ) c6fa95d2619e08229b1c30034dffdc2f6c466745dd8c 7f3f726b9266c8d5T4aa 1110 1
£ Scan Options

i= APPLICATION PERMISSIONS

: = sEBRS
* Signer Certificate
CODE
B “ PERMISSION INFO DESCRIPTION MAPPINGS
Permissions

android. permission ACCESS_COARSE_LOCATION coarse (network-based) Access coarse location sounges, such as the mobile network database, to determine an approximate m

- o lacation phane lacation, where available. Maliciaus applications can use this to detérmine approsimately where
® Android API s
you are,

android, permission ACCESS_FINE_LOCATION fine (GPS] location Access fine location sources, such as the Global Positioning System on the phone, where available, m
= Malicious applications can use this to determine where you are and may consusme additional battery
o . 3 & ANDROID API
© secu rity Analysis
o android. permission.CALL_PHONE

SERES

¥ Malware Analysis

API
+ Reconnaissance GPS Location

[ C(]I'npon'entc Execute OS Command

. Starting Activity
B PDFReport

TCP Socket




Mobile Security Framework - cTaTuuyeckuia aHanus

& Malware Analysis

& APKID ANALYSIS

EEHES

Search:

® Malware Lookup

@ APKID Analysis
#5a Behaviour Analysis

Abused Permissions

4 DETECTIONS
classes.dex BEEEBES Search:
FINDINGS DETAILS
Build.FINGERPRINT check
Build.MANUFACTURER check

Build. BOARD check
possible Build. SERIAL check

@ Server Locations

5. BEHAVIOUR ANALYSIS

dexlib 2.x
BEEBEB

RULEID BEHAVIOUR & URLS

BEEHES
00188 Get the address of a SMS message

00191 Get messages in the SMS inbox URL
A STRINGS

= f Iy §
00052 Deletes media specified by a content URI(SMS, CALL_LOG, File, etc.) https://www.google.com

From APK Resource
00011 Query data from URI (SMS, CALLLOGS)

calllog  collection .
» Show all 1365 strings
00049 Query the phone number from SMS sender collection
From Code
00163 Create new Socket and connecting to it
» Show all 428 strings




CTaTuyeckuni aHanus - NOUCK ceTeBbIX apecoB

NCTOYHUKWN NOUCKa:

* pecypchbl
(AndroidManifest.xml, <res>, <assets>)

* UCXOAHBIN KOA
MeToabl noucKa:

* MOWCK CTPOK “host”, “port”, “http://" n T.n.

* MOWCK MO perynspHOMY BblpaXeHMH
(ip-agpec)

* MOWCK No Java-meTogam, Hanp. “Socket”
“HttpURLConnection”, “OkHttpClient”

* MOUCK METOAO0B AeKoanpoBaHus/
Aewmndpatopos B koge (Hanp. Base64 /
XOR / AES)

<string
<string
<string
<string
<string

<string
<string
<string
<string
<string

name="app_name" >HacTponwuk</string>
name="gp">01011</string>
name="h">tcp.cloudpub.ruz/string>
name="n">test</string>
name="p">26268</string>
name="ps">null</string>

name="s">test 1</string>
name="search_menu_title">Search</string>
name="status_bar_notification_info_overflow'
name="v">1.1.1.0</string>

B TectoBom apk-¢daitne SpyNote v.6.4 nHpopmauusa o6 agpece
yrnpaensoLero cepeepa HaxoauTca B pecypcax (res/values/strings.xml)



AvHamMmuyecknii aHanms

me @ b

Use HacTpolume?

-« L ] -
AkTUBaUMS
Accessibility Service

AKTUBaUuUs
Device Admin App

MobSF + AVD (Android 10) + Wireshark

LU - ] i

COB,’J,E!HME KaTtanora
/data/media/O/test 1/

Name

1. APK npnnoxeHus aAna cknemkm™*

2. lor ¢arin SpyNote (3anmcu
keylogger)
TekcToBble aHHble + Baseb4

201 LKVSOHAEUBRCKh3Sq0j +wukQudAbiyimTdF 1 fPUDX/ tN/1/dS1b/X7x60YAAAAASUVORKSCYTT=18251Activate this

device admin app1@25icom.android.settings1025113:12 PM18256-118251Apps
list1@251com.google.android.apps.nexuslauncher1825113:12 PM1€25@-110251Calculator, calendar,
Camera, Chrome, Clock, Contacts, Drive, Files, Gmail, Google, Maps, Messages, Phone, Photos,
Play Movies & TV, Play Music, Settings, WebView Browser Tester, YouTube,
HacTpohuWk10251com. google. android. apps.nexuslauncher1925113:12 PM10250-110251Apps
listie2s1com.google.android.apps.nexuslauncher1925113:12 PM10250-118251Package
installer1@251com.google.android.packageinstaller1025113:12 PM10250-118251HacTpohunk, For your
security, your phone is not allowed to install unknown apps from this source., CANCEL,
SETTINGS18251com.google. android. packageinstaller1825113:12 PM1025@-118251Package
installerie25icom.google.android. packageinstaller1e25113:12
PM1025@-110251SETTINGS18251com. google.android. packageinstaller1e25113:12
PM182581 VEORWEKGEoAAAANSUhEUBAAABEAAAAYCAYAAADED Z 34AAAABHNC SVQICARI FAhk1AAAALH IREFUSImN] U9SGOULX
n9vdri2migdTQEIXIBolcqB3jlRcUF IXCrEBQ7 LUiGhXhLqTZzUcVLbat1W6gE IFSEUCYEKFwA IceHMvSABEr Tc+kegOilhx
PbuPAG73 j9ed82TLNvTvPm+7828mRGeF I cuvIEx34ade/AMK9e+ 2W+670nS8neAiScaiIR6LHCqBx04
+UEKFWF7YMQjAXCYXSUPS5DIIbTE82PIVRFrkTCMPtaCal EgZ INW9eLaChrnD] Ga+XecMQk t 2WUNHDZ 1VYEGZ IWweGDNCeuVY
voI9yIfuCe]7VQF gavGiBUDLTE1VAVRxbURSQkt 3xD3ASKI jWjZrcaxsQfKCcThaHamz /D2wddRfux jvLheMM2ynsuadwuded
ifCirlbINZAFINL12ZPVCPr5AWXC+S 4+
S5PPbPwHW1skX+f195dWc2/FuBeqt TBCYAWqGCNUPYGBhLPUsSYSVHLrWT1MkG1ZKO7d5n1FwtSp+bme Ld118pkI98GAK+

L dz/entuyaidfvi-c o/ gl obarg v SR D] ¥Yma




ANHaMUyecKuiA aHanms - aHanus ceTeBoro Tpapumka

be3 AocTyna K MHTEepHeTy

DNS-3anpoc no JoMeHHOMY MMeH I “tcp.cloudpub.ru” 6e3 oTBeTa

7 15.965001000 192.168.232.2 77 Standard query @x486c AAAA |tcp.cloudpub.ru
Aapec Hallero ynpasnsioLLero cepeepa

C AOCTYNOM K MUHTEpPHEeTY

DNS-3anpoc no goMeHHOMY MMeHW “tcp.cloudpub.ru” c OTBETOM

46 35.7 880 192.168.232.2 160.©.2.3 77 Standard c

10.90.2.3 92.168.232.2 132 Standard espon “ab A tcp.cloudpub.ru SOA nsl,.reg.ru

192.168.232.2 9.0.2.3 77 Standard F A tcp.cloudpub.ru

43 35.862414000 10.8.2.3 192.168.232.2 DNS 93 Standard query response @x@fa8 A tcp.cloudpub.ru A 87.242.106.13

YctaHoBneHue TCP-coegnHeHus ¢ "87.242.106.13" n ob6MeH AaHHbLIMWK

MSS=1360 SACK PERM TSval=4294962891 TSecr=0 WS=64
ACK] Seq=@ Ac 92 Len=0 MSS=1460
5 1 Ack=1 '

1416 55016 + 26268 [ACK] Seg=
55016 K

[lone3Hana Harpyska nakera Gzip curHaTypa
30 50 10 ff ff e3 df 00 60 31 34 38 33 99 P Image Victim Name Country Flag Remote Address Model
40 90 00 00 00 00 00 00 ad 56 c9 d2 ab b8 Ge 7e 95 .- r..n

50 b3 ea ©d 8b 30 84 00 8b 5Se 18 30 33 @1 33 85 be SRR - R
68 23 cc 43 80 30 87 a7 bf 9c bf bb ba ba ee ba &5 #-C-0---

- unzip - Decode Base64 >  .jpeg AAMUHKa yNpaBAsAioLLero cepeepa

. test n/a Bl 127.0.0.1:61018 GOOGLE




dopeH3nKa
/data/data/<package name> - KaTanor ¢ JaHHbLIMU NPUIOXEHUS

CBefeHuns 06 yCTaHOBKe

_t Ycranosnennbie npunoxenns \MCTopua yCTaHOoBOK NPHAON eHisi

«frosting.dbn v Bpema nocneaHero obroBneHs (Mocxsa) ID npunoxerms NyTe Kk APK

/data/data/com.android.vending/databases/ 17.12.2024 16:32:50 (UTC+3) l— ﬁ| base.apk

YcranoBnesHbie npunoenns \BepnbnunposaHtbie npunodenna 1/1
«verify _apps.db» ot ~ =
/data/data/com.android.vending/databases/ = e

SneprochbIm com.whh. premium
Vv i package
F--name = EOUNDRIBRETIGN
«packages.xmi» -codePath = /data/app/~~SfmOrSm3aKSSEISKIKSw = = /EEINBIIBRERI 1 QASC Y9 ) JomuiF -22Yw==
[data/system/ --nativeLibraryPath = /data/app/~~S5fmOrSm3aKSSEISKIKSIOw = =/ EMINBIIBREMIGT-ITqAScmV9 L omuiF -22Yw == il
b publicFlags = 945339972
* MMSs NakeTa i--privateFlags = -1409282048
. I'IyTb K d)aﬁﬂy anﬂO*EHMH 1Iﬂ = 193d4d23fe8 I_.——— @ Unix Milliseconds (Java Time) 2024-12-17 16:32:49.0000000 +03:004
* Bpems yCTaHOBKW *"’t — 193‘14;3462' — 1 © Unix Miliseconds (Java Time) 2024-12-17 16:32:50. 1460000 +03:00
* VHULMATOP YCTaHOBKM s e
g_.. = —-—
e | e s S it « ft — Bpemsa nocnegHero UsMeHeHus
o * it — Bpems nepBoOii yCTaHOBKM

- installnitiator = com.google.android. packageinstaller * Ut — BpEMS Moc/ieAHero 06HOBNeHUS
i--installOriginator = org. telegram.messenger

=IoadngPro¢cs =1
i--domainSetld = aa070b91-1d0d-4671-874c-7b6e 1339 1cc4




dopeH3mnKa

[TONCK NO UMeHU NakeTa

newbatterystats
/data/log/batterystats/
ycTporcTBa Samsung

pm_debug_info.txt
/data/log/

+1h20m36s334ms
+1h20m36s503ms
+1h20m36s594ms
+1h20m36s5639ms

+9h42m55s5610ms
+9h42m55s666ms

(2)
(2)
(2)
(2)

(2)
(2)

095 pkginst=57401:"com.iproxy.android"
095 pkginst=57401:"com.iproxy.android"
095 pkginst=57401:"com.iproxy.android"
095 pkginst=57401:"com.iproxy.android"

060 pkgunin=0:"com.iproxy.android"
060 pkgunin=0:"com.iproxy.android"

2025-06-13 18:02:41.662: START INSTALL PACKAGE: observer{229554387}
stagedDir{/data/app/vmd153600148.tmp}
stagedCid{null}
pkg{com.example.application}
Request from{com.google.android.packageinstaller}

2025-06-13 19:49:11.541: START DELETE PACKAGE: observer{216981792}
pkg{com.example.application}, user{0}, caller{10085} flags{Z2}



dopeH3unKa

[pouyne apTedaKkTbl

BcTpoeHHbIV aHTUBUPYC NpuaoxeHus «C6epbaHk» INor SpyNote

«threats.db»
[data/data/ru.sberbankmobile/databases

«f"virusName""HEUR:Trojan-
Spy.AndroidOS.SpyNote.bz","objectName™"/
data/ app/~~aUtg8Y3Z3RGSyUUJ9fuMuA==/
ate.asking.humanity-J32gBHsvrskliOSBIH
L_Kw==/base.apk’, fileFullPath":"/data/app/
~~aUtg8Y3Z3RGSyUUJOfuMuA==/
ate.asking.humanity-
J32gBHsvrskliOSBIHL _Kw==

base.apk’, fileHash"null,'package Name":
“ate.asking.humanity’,"severitylLevel""HIGH","ap
plication"true,"adminThreat"false, cloudCheckF
ailed"false}»

«log-yyyy-mm-dd.txt»
/data/media/O/Config/sys/apps/log

Mpaduuecknin nHTepdenc
cuctembl#[[MaHenb ysegomneHnia, RT-10,
Pa3BepHyTb, Bluetooth, PazBepHyTs, .
Haxmute Ana yctaHoOBKM pexunma Bubpaunu.
[MpY 3TOM MOryT TakXe BbIK/THUYUTHCS 3BYKU
B cnyxxbe crneymasibHbIX BO3SMOXHOCTEMN,,
19:59, 4uT, 21 HO56., OTKPLITE HacTpowkK,, NFC,
Brnbposbi30B,, Bluetooth disconnected., VoL TE
Ana kapT SIM1 1 SIM2, 90 %, YaannTe BCe
yBeAOMIeHUNA]#5
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